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Welcome to the fifth  and last edition of AIDAΩs 
newsletter! 

 

The AIDA project is now in its last month of implementation and after 30 months 
of work it is now looking to finalise all project related tasks and activities in order 
to conclude the project. The AIDA project has gone through its first review and 
has conducted four rounds of Pilot. In the recent months, the consortium has 
achieved several milestones, as it has: 

¶ Developed and tailored of AI tools and solutions; 

¶ Conducted a threat assessment on terrorism and cybercrime; 

¶ Developed pilot scenarios in line with the use cases (cybercrime and 
terrorism); 

¶ Conducted four rounds of testing through its pilots; 

¶ Built the architecture of the AIDA system; 

¶ Organised four public workshops. 

As the project ends, partners are completing the final tasks and milestones 
under the AIDA initiative while also preparing for the final report and final 
review. 

 

 

 

Some words from AIDA’s Coordinator 

Dear readers, 
The end of the AIDA project is approaching, and many events have been 

organised to disseminate among security practitioners’ the outcomes of the 
projects. Nearly fifty tools have been finalised and made available for the 
evaluation of the security experts from EUROPOL and LEAs partners involved in 
the project.  

The seven LEAs of the consortium and EUROPOL have participated with great 
interest to the four training sessions, organised to train officers on installation 
and use of each tool. Afterwards, LEAs have completed the pilots’ sessions 
providing their precious feedback to improve gradually the AIDA solutions for 
increasing their effectiveness in fighting cybercrime and terrorism. 
Collaboration among the multidisciplinary expertise involved in the project has 
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determined the achievement of the objectives, far beyond the most optimistic 
expectations. 

It was a stimulant and fruitful journey that has produced tangible results 
already appreciated by investigators and security experts who are attending the 
public demonstrations the consortium is organising during the final phase of the 
project. Among the several initiatives each AIDA partner is conducting to 
disseminate the solutions to fight cybercrime and terrorism, we are pleased to 
remember:  

¶ The 1st AIDA Public Demonstration, organised by Guardia Civil in Madrid 

on the 20th of October 2022 

¶ The 2nd AIDA Public Demonstration, organised by EUROPOL in Den Haag 

on the 27th of January 2023 

¶ The CEPOL Webinar “Use of artificial intelligence by law enforcement 

officials”, organised by CEPOL on the 10th of February 2023 

¶ The Final AIDA Conference, organised by ENGINEERING in Rome on the 

15th of February 2023 

¶ The AIDA Info Day, organised by KEMEA in Athens on the 24th of February 

2023. 

Furthermore, AIDA is receiving the interest of the entire research community 
on FCT as demonstrated by the recent invitations received by the Project 
Coordinator as speaker for the panel “Legal and ethical collection and use of 
data” in the context the “Ethical and Legal Aspects of AI for Law Enforcement” 
Workshop organised by the sister projects STARLIGHT, ALIGNER and AP4AI on 
the 25th of January 2023, and for the workshop “Spotlight on the fight against 
Child Sexual Abuse” organised by DG-Home in Brussels on the 21st of February. 
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AIDA integrated environment now available 

 
Figure 1: AIDA Knowledge graph 

 

The AIDA integrated environment, equipped with avant-garde tools 
specifically tailored to cybercrime and counter terrorism domains, has been 
available for the final training and evaluation sessions of the project. 
Investigators have had the possibility to access multiple workspaces, in which 
they can collaborate on criminal cases. It includes capabilities to monitor online 
sources (both on the Surface and Dark web), extract insights from data through 
customised analysis workflows, browse, validate and interact with the 
generated knowledge through a graph-oriented representation of information, 
explore, filter and zoom descriptive and predictive analytics, and export all the 
collected evidence and findings for prosecution purposes. 

The integrated environment has been presented to the end users of the 
consortium during the 3rd training sessions and its capability have been 
assessed during the 3rd and 4th rounds of pilots. It has also been presented 
during the project’s recent public events, namely the workshop, held on 27 
January in The Hague, and the AIDA final workshop held on 15 February in Rome. 

 

 
Figure 2: Image analysis 
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A look back at the four AIDA Pilots 
 

The main goal of the AIDA project was to deliver a descriptive and 
predictive data analytics platform and related tools using state-of-the-art 
machine learning and artificial intelligence methods to prevent, detect, analyse, 
and combat criminal activities in the context of Cyber Crime 
and Counterterrorism. 

Within this context, four Pilot Rounds were conducted in April, October, 
December 2022 and January 2023, for the involved Technical Partners to 
demonstrate and train 8 different LEAs on nearly 50 tools aimed to align with 
their needs in order to help them foster their technological capabilities and 
operational activities in the fight against cybercrime and counterterrorism.  

In all four Pilot Rounds the process was the same: first, the Technical 
Partners provided the necessary training to LEAs on the tools developed in each 
pilot round; second the LEAs had a predetermined time period within which they 
could test the respective tools while the Technical Partners were always 
available for technical support and guidance if needed; third after each pilot 
round of testing, an evaluation period followed when LEAs were asked to fill out 
evaluation questionnaires with inputs requested on the tools’ design, 
installation ability, and practical-use features; fourth EUROPOL the leading 
evaluation partner gathered the questionnaires and summarized the results by 
sharing them with the Technical Partners; fifth the Technical Partners worked 
on refinements and improvements for their tools for the upcoming pilot rounds.  

Now, let us have a look at each Pilot Round separately. The 1st Pilot Round 
took place on April 2022 online. All LEAs were trained on 31 tools from 10 
Technical Partners. Seven LEAs tested up to 28 different tools. The whole 
process was carried out smoothly until June 2022 when the testing of tools was 
concluded. Subsequently, LEAs evaluation results were gathered and shared 
with the Technical Partners for improvements and/or refinements.  

The 2nd Pilot Round took place on October 2022 in a hybrid format, while 
some LEAs attended the training physically in Guardia Civil premises in Madrid, 
others were remotely connected. LEAs were trained on 44 tools from 11 
Technical Partners. Six LEAs tested up to 41 different tools. As in the previous 
pilot round, LEAs dedicated almost a three-week period in testing the tools and 
were asked to provide their evaluations by end of November 2022 so that the 
Technical Partners could have a considerate amount of time working on 
refinements and/or improvements considering the 3rd pilot round in mid-
December 2022.  
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The 3rd Pilot Round took place on December 2022 online. As in the 
previous two pilot rounds, LEAs attended the training provided by 5 Technical 
Partners on 16 tools, while for the first time the AIDA system was also presented 
and demonstrated. In this pilot round, the LEAs tested up to 13 tools. LEAs had 
almost a one-month period to test the tools and to provide their evaluations.  

Finally, the 4th and Final Pilot Round took place on January 2023 in a 
hybrid format. Some LEAs participated physically in EUROPOL premises in The 
Hague, while others joined the training remotely. Once again, an improved 
version of the AIDA system was demonstrated, while 6 Technical Partners 
provided training in their tools to the LEAs. After the training, a total of 6 tools 
were available for the final testing. LEAs had a two-week period for testing the 
tools and provided their final round of evaluations in mid-February. 
The Pilots have led to interesting exchanges between end users and technical 
partners, leading to extensive work aimed to align the tools to the real 
operational needs of LEAs. Partners have been very actively involved into this 
part of the project which led to very productive outcomes! 

 
 

50 tools 
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Thank you! 
As we are closing up the project, we would like to thank all readers for 
subscribing to and reading our newsletters. Do not hesitate to keep following 
us through the following AIDA’s online channels: 
 
 
   

1st Pilot Round

April 2022

ω10 Technical Partners

ω31 Tools available for testing

ω7 LEAs testedfrom 2 to 28 tools 

2nd Pilot Round

October 2022

ω11 Technical partners

ω44 Tools available for testing

ω6 LEAs tested from 13 to 41 tools

3rd Pilot Round

December 2022

ω5 Technical Partners

ω16 tools and the AIDA System available for testing

ω4 LEAs tested from 10 to 13 tools

4th Pilot Round

January 2023

ω6 Technical Partners

ω6 Tools and the AIDA System available for testing

ω6 LEAs tested from 4to 6 tools

www.project-aida.eu 

@_AIDAProject_ 

www.linkedin.com/zin/aidaproject 

http://www.project-aida.eu/
http://www.linkedin.com/zin/aidaproject
http://www.linkedin.com/zin/aidaproject
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News and opportunities: 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

Read more 

EU Terrorism Situation & Trend 
Report (TE-SAT) 2022 is out! 
Europol’s annual EU Terrorism 
Situation and Trend Report (TE-SAT) 
provides an overview of the terrorism 
phenomenon in the EU in a given year. 

A Europe fit  for digital age! 
The European Commission is determined 
to make this Europe's “Digital Decade”. 
Read more about the EU’s digital strategy 
which aims to make this transformation 
work for people and businesses, while 
helping to achieve its target of a climate-
neutral Europe by 2050. 

Read more 

Read more 

Debunking common myths on the 
criminal use of cryptocurrencies 
Europol’s new report Cryptocurrencies: 
tracing the evolution of criminal finances 
offers insights into how criminals are 
using cryptocurrencies today. 

IOCTA 2021 is out! 
The 2021 Internet Organised Crime 
Threat assessment (IOCTA) outlines the 
features, facts, figures and trends 
concerning cybercrime in the EU in the 
past year. 

Read more 

https://www.europol.europa.eu/publication-events/main-reports/european-union-terrorism-situation-and-trend-report-2022-te-sat
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age_en
https://www.europol.europa.eu/activities-services/staying-safe-during-covid-19-what-you-need-to-know
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2326
https://www.europol.europa.eu/publication-events/main-reports/european-union-terrorism-situation-and-trend-report-2022-te-sat
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age_en
https://www.europol.europa.eu/media-press/newsroom/news/digital-gold-rush-debunking-common-myths-criminal-use-of-cryptocurrencies
https://www.europol.europa.eu/publications-events/main-reports/internet-organised-crime-threat-assessment-iocta-2021
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Mr. Ernesto La Mattina 

Engineering Ingegneria Informatica S.p.A. 

Contact us at: 

info-aida-project@eng.it  
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